
KT. BO TRU'ONG 
Sr TR ONG 

BO Y TE 	ONG HOA x A HQI CHU NGHiA VI :ET NAM 
DOc Iap  - Ty. do - Hynh  phtic  

s6: 4491-  /QD-BYT 	 Ha N0i, ngay  30  tiding A 0 nam 2015 

QUYET DINH 

Ban hanh Quy trinh phin ting voi cac sty co an toan, an ninh thong tin 
tai cac dun vi trong nganh  y te 

BO TRU'ONG BO Y TE 

Can cu Nghl dinh s6 63/2012/ND-CP ngay 31/8/2012 dm Chinh phu quy 
dinh chirc nang, nhiem vu, quyen han va ca cAu t6' chirc cua BO Y te; 

Can cir Nghi dinh s6 64/2007/ND-CP ngay 10/4/2007 cUa Chinh phu ye Ung 
dung cong nghe thong tin trong hoat dOng dm co quan nha nuOc; 

Can cir Thong to so 53/2014/TT-BYT ngay 29/12/2014 dm BO Y te quy dinh 
dieu kien hoat dOng y to tren moi truOng mang; 

Can cd Quyet dinh so 4159/QD-BYT ngdy 13/10/2014 dm Bo Y t6 ban hanh 
Quy dinh ye dam bao an toan thong tin y to dien tir tai cac dan vi trong nganh y te; 

Xet de nghi cua Cvc truing Cvc Cong nghe thong tin, 

QUYET DINH: 

Dieu 1. Ban hanh kern theo quyet dinh nay "Quy trinh phan irng yeti cac sir c6 
an toan, an ninh thong tin tai cac dan vi trong nganh y te". 

Dieu 2. Quyet dinh nay c6 hieu luc ke tir ngay 14 ban hanh. 

Dieu 3. Chanh van ph6ng BO, Cvc truang Cvc Cong nghe th6ng tin, Thil 
truang cac dan vi thuOc/trvc thuOc BO Y to ya to cfn:rc lien quan chlu trach nhiem thi 
hanh guy& dinh nay.!. 

Noi oh On: 
Mar Dieu 3; 
BO throng BO Y te' (a b/c); 
Cac Thin twang BO Y to (c16 ph6i hop chi 46); 

- Sa Y to cac tinh/thanh ph6 trirc thuOc TW; 
- ang Thong tin din tir Bq Y t6; 
- Ltru: VT, CNTT (2). 



BO Y TE 	CONG HOA XA-  HOI CHU NGHIA VIVI' NAM 
DO:c14p - Tir do - }141th phtic 

QUY TRINH 

Phan ling vol cac skr co an toan, an ninh thong tin 
tai cac don vi trong nganii y to 

(Ban hanh kern then Quy"jt clinh so 	/QD-BYT ngay SO Mang  JO 116111 2015 
cfia BO trwerng B".; Y tA) 

Chuang I 
QUY DINH CHUNG 

Dieu 1. Pham vi dieu chinh va dOi tuvng AI) dung 

1. Quyet dinh nay ban hanh Quy trinh guar' ly, xir 17 s r et) an toan thong tin 
y to tren moi truemg,mang va trach nhiem cua chirc, nhan có 	quan toi 
hog d6ng xir 1/ sv.  co an toan, an ninh thong tin y to dien 

2. Quy trinh nay Ai) dung dOi vOi cac don vi, to chirc trong nganh y to trien 
khai img dung cong nghe thong tin trong quan 1)"7, sir dung, luu triz, truyen dua 
th6ng tin tren mOi truang mang (sau day g9i tat la don vi). 

Dieu 2. Giai thich tir ngir 

Trong Quy trinh nay, cac tir ngir duoi day ducfc hieu nhu sau: 

1. Szr co an toan, an ninh thong tin y 	la sir kien da, clang hoc có kha 
nang xay ra gay mat an toan, an ninh thong tin y to tren moi trueng mang; dugc 
phat hien th6ng qua viec giam sat, danh gia, phan tich cua cac co quan, to chirc, 
ca nhan có lien quan hoc dugc canh bao tir cac ca nhan, to chirc ve linh virc an 
toan, an ninh thong tin (sau day g9i tat la sir co). 

2. He thong thong tin y to (goi tat la he thong): la snot tap Egp có cau truc 
cac trang thiet bi phan cimg, phan mem, co s& du lieu va he thOng mang phvc vu 
cho m6t hoc nhi&I hog dOng y to tren moi throng mang. 

3. He thong clgc bi't quan trong: la he thOng cc') anh huong d4c biet quan 
trong toi an ninh, xa hoi, y to not chung; hoc có anh huong d4c biet quan trong 
tai hog d6ng cua don vi. 

4. He thong quan trong: la he thOng thong tin y to có anh huong clang ke toi 
an ninh, xa h6i, y to not chung; hoc có anh huOng clang ke toi hog Ong cua 
don vi. 
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5. He Mang thong thuong: la he th6ng thong tin phuc vu cac hog Ong 
thong thuong cua don vi, khong anh huong tad an ninh, xa h6i, y te not chung va 
khOng c6 anh huong clang ke tai boat d6ng cua don vi. 

6. Ben lien quan: la ca nhan, to chirc cung cap dich vu cong nghe thong tin 
lien quan tai su c6 hoac chiu anh huong truc tiep hoac gian tiep tai su co. 

Dieu 3. Phan loci sty CO 

1. Cac su co duoi day can dugc xem xet phan lc* va xir ly, bao 

a) Cac truy cap trai phep, hanh vi vi pham tinh bao mat va tinh town ven 
thong tin, du lieu y te, dng citing trien khai trong nga.nh y te; 

b) Ma Oc, tan cong tir chi dich via; 

c) Diem yeu, 18 htmg bao mat cua ha tang, he dieu hanh, img dung; 

d) He tilting truc trac nhieu l'An hoac qua tai gay anh huong tai hog Ong 
cua he th6ng; 

d) Cac truc trac cua phan mem hay phan cung khong khac phuc dugc gay 
anh huong d'L hog Ong cua he thtmg; 

e) Mat thiet bi, phuang tien cong nghe thong tin; 

g) Khong tuan thu chinh sach an town thong tin hoac cac chi an bat bu6c 
cua don vi hoac hanh vi vi pham an ninh vat 1)",; 

h) Cac su c6 lien quan tai cac tham h9a thien nhien nhu nui Era, Ong dAt, 
lu lut, sam set; 

i) Cac su c6 khac gay gian doan, anh huong den hoat Ong binh thuong 
cua cac img dung cong nghe thong tin tai don vi. 

2. Cac su c6 can dugc phan loci theo mirc d6 nghiem trong, bao g6m: 

a) Mire 0 (khong): su c6 khong gay anh huong c6 hai tirc thai den hog 
d6ng va da lieu dm he thong. Tuy nhien, can phan tich va bao cao lai de tranh 
phat sinh nhang su c6 khac trong tuong lai. 

b) Mirc 1 (thap): su c6 gay anh huong tai cac he thOng not chung, gay anh 
huong nho hoac khong dang ke den hog Ong cua he th6ng hoac da lieu cua he 
th6ng, gay ra nhang tac Ong khong clang ke cho don vi hoac cho xa h6i. 

c) Mirc 2 (trung binh): su c6 gay anh huong tad cac he th6ng quan trong 
hoac thong thuerng, gay anh huong clang 1<.&' den hog Ong hoac dir lieu cua he 
thtmg, hoac gay ra nhang tac Ong clang ke cho don vi hoac cho xa h6i. 
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d) Mirc 3 (nghiem tr9ng): six ca xay ra dai vai cac he thong dac biet quan 
tr9ng hoac cac he thong quan tr9ng, gay anh huang nghiem tr9ng den hoat clang 
ciia he thong, bao gom viec ngimg hoat Tang trong mat thai gian dai hoac thiet 
hai nghiem trong den dr lieu cila he thong; hoac gay den nhang tac clang 
nghiem tr9ng cho don vi hoac cho xa hai. 

d) Mix 4 (dac biet nghiem tr9ng): sp. co xay ra dai vai cac he thong dac 
biet quan tr9ng, lam to lies hoat clang dm he thong hoac thiet hai rat nghiem 
trong tai du lieu cua he thong; gay nen nhirng tac clang dac biet nghiem tr9ng 
cho don vi hoac lam anh huerng la.n tai tat tkr xa hoi, lgi ich cong cong, de d9a 
nghiem tr9ng tai an ninh, quac phong cua dat nuo.c. 

Dieu 4. Nguyen tac xir 13'7 su co 

1. Darn bao viec bao mat thong tin lien quan tai sir ca theo quy dinh hien 
hanh cua dun vi va cua Bo Y te. 

2. Viec trao doi thong tin lien quan tai six ca có the dugc thuc hien bang 
nhieu hinh thirc nhu thong bao trpc tier), cong van, thu dien tir, dien thoai, fax. 
Cac can ba tiep nhan thong tin phai chu clang xac thirc dai tugng giri nham darn 
bao thong tin gui di la tin clay. 

3. Qua trinh phat hien va xir ly su co phai dugc ghi lai trong ha so quan 1)"/ 
sir co d6' lam can cir theo dai, bao cao va rut kinh nghiem. 

4. Yeu cau ve thai gian xu ly sk.r ca: 

a) Dai vai six co mUc 0: Ghi nhan va có phucmg an xl:r ly tai thoi diem 
thich hgp. 

b) Doi vdri six co mix 1: Xir ly trong yang 24h ke tit khi phat hien hay 
nhan dugc thong tin ve su ca. 

c) Doi voi,skx ca,mdc 2: Xir 1)",  trong yang 8h Ice khi plait hien hay nhan 
dugc thong tin ye sp.  co. 

d) Doi voi sir ca mix 3: Xir 17 trong yang 4h Ice tir khi phat hien hay nhan 
dugc thong tin ve skr ca. 

d) Dai vai sir ca mix 4: Xir 17 ngay lap tirc hoac ngay khi có the ke tir khi 
phat hien hay nhan dugc thong tin ve sp.  ca. 
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Chuang II 
LAP KE HOACH L)'( SLR CO 

Dieu 5. Ke hoach xir ly Si! CO 

1. Cac don vi can xay dung ke hoach xtr 13", su c6 cu the, chi tit cUa clan vi 
nhAm cung,cap cac thong tin mg cac quy trinh va hog clOng can thgc hien khi

ra co, bao g6m cac ngi dung ca ban sau: 

a) Xac dinh, phan loai cac he th6ng thong tin cila don vi; 

b) Xem xet, clanh gia cac sg kien cg the phat sinh sg c6 d6i voi cac he 
th6ng thong tin cUa don vi; 

c) Danh gia, phan loai sg co theo cac nguyen fac phan loai six c6 tai Dieu 
3 dra quy dinh nay; 

d) Hugng clan cac hoat dgng can tin hanh khi phat hien sir co va thong 
bao su co theo cac nguyen tac tai Dieu 4 cna quy dinh nay; 

d) Xay dung phuong an xir 13",  six c6 d6i 	tong loci 	c6 va tiry theo 
mire d6 nghiem trong cna sir co; xac dinh vai trg 	nguon lire nti b6 cung nhu 
ngu6n lvc ben ngoai trong qua trinh xV ly sir co; xac dinh co so' vat chat va 
phuong tien h6 trg 1(57 thug sAn sang cho hoat clgrig xd 1)% six ca, 

e) Huang clan theo dOi sau khi six c'6 doge 	yeu cAu ghi lai thong tin 
sir co ding nhu cac hog Ong xir ly sir c6 vao h6 so quan 1)",  six co de phgc vu 
cho viec phan tich sir c6 va xac dinh trach nhiem cua cac ben lien quan trong 
qua trinh xf.r ly six c6; 

g) Yeu cAu bao cao su c6 dinh lcST va khAn cap cho lanh dao va don vi cap 
tren; 

h) MAu bao cao six c6 va de xuAt cac phuong an darn bao six c6 khong xuat 
hien tr .& lai; 

i) Xay dung ice hoach nang cao nhan thirc va dao tao ve quan ly six c6 cho 
can b6. 

2. Ke hoach,th 	c6 can doge xem xet va cap nhat trong truong hop 
nay sinh cac sr co mai. Ke hoach xix ly sr co va cac n6i dung cap nhat deu phai 
doge lanh dao don vi xem xet, phe duyet. 

Dieu 6. Can bt) quan 17 sir co 

1. Can b6 quan 17 sir c6 la can b6 thu6c b6 phan chuyen trach cong nghe 
thong tin cUa don vi. Can b6 quan 11 six co cg trach nhiem lien lac, trao doi 
thong tin vgi cac ben lien quan, dieu phi cac hog Ong xix 13'7 sir c6 khi sr c6 
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xay ra. Can b6 quail 13'7 su c6 la cIL m6i tiep nhan phan anh ve su c6 an toan, an 
ninh thong tin dm don vi. 

2. Can b6 quan 1}e/ su co c6 trach nhiem xay dung ice hoach xrz ly su c6 va 
dieu phoi nguon luc not b6 hoac ben ngoai de kip thed xir 17 khi co su co xay ra. 

3. Cac can b6 tham gia trong hoat d6ng xir ly su c6 phai c6 trinh d6 chuyen 
mon va k9 nang nghiep vu phu hop de thuc hien dugc ding tac x1X 17 cac sly c6 
lien quan. 

4. D6i voi cac he th6ng dac biet quan trong, can b6 quan 13'7 su c6 phai darn 
bao k_ha nang lien lac thong su6t cho viec xix 13'7 su co d6i voi cac he thong nay 
(24 gio.  trong mot ngay va 7 ngay trong tuan). 

Dieu 7. Cac cong tac chua'n bi khac 

1. De darn bao su c6 dugc xir ly mot each nhanh chong va hieu qua, can b6 
quan bri su co can chuan bi va thueing xuyen kiem tra tat ca cac phuang tien ho 
trg ky thuat va cac phuang tien can thiet khac nhu: 

a) Thong tin va tai lieu phuc vu cho viec xir 1)", su co; 

b) Cac co s& dir lieu du phOng va cac phuang tien sao km ca so.  ET lieu; 

c) Trang thiet bi phan ding, phan mem, nang phuc vu cho viec xir ly su 
co. 

2. Dinh k9 tien hanh kiem tra cac quy trinh va thu tuc quan ly sly c6 de tim 
To nhang sai sot tiem 'fang va cac van de c6 the phat sinh. 

3. Xay dlyng cac hoat dOng nham nang cao nhan thirc cho can b6 ve tam 
anh h&mg cua cac su CO va vai tro cua quan 17 su co. Dinh IcS7 tap hu'On ve quy 
trinh quan 1)% su co. 

Chuvng III 
PHAT HItN VA X fr IS( SIX CO 

Dieu 8. Phat hien va thong bao sty c6 

1. TAt ca cong chdc, vien chirc, can b6, ben cung cap dich vu cong nghe 
thong tin va cac ben lien quan khi phat hien cac su co cua don vi can thong bao 
voi can b6 quan ly su co cua don vi theo nhQng nguyen tac tai Dieu 4 cua Quy 
dinh nay nham ngan chan cac su co phat sinh. 

2. N6i dung thong bao su c6 bao g6m cac not dung ca ban sau: 

a) Thong tin mo to sly co (thoi gian xay ra su c6, mo to su c6); 
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b) Thong tin lien he dm to chirc, ca nhan phat hien su c6; 

c) Thong tin khac theo yeu cau cua dan vi tiep nh5n thong bao. 

3. T6 chirc, ca nhan giri thong bao su c6 phai phi hop ch5t che, cung cap 
day du va chinh xac thong tin ve su c6 cho can b6 quan 1)",  su co cua dan vi va 
tao dieu kien thu5n lgi cho cac can b6 xir lY su co tiep can, nghien cdu he th6ng, 
thiet bi lien quan den su c6 de thu th5p, phan tich thong tin xir 1Y su co. 

Dieu 9. Tiep nh4n va xir ly thong bao sty co 

Can b6 quail lY su c6 sau khi nhan dugc thong bao ve su c6 phai thuc hien 
cac hog d6ng sau: 

1. Phan h6i cho to chirc, ca nhan giri thong bao de xac nh5n ye viec da nh5n 
dugc thong bao su c6 trong vemg 24 gio ke to khi nh5n dugc thong bao su c6. 

2. Xac dinh su c6 la c6 th5t hay la canh bao gia. 

3. Phan loai su c6, danh gia so b6 cac phAn bi anh huang va tap hop cac 
thong tin c6 lien quan den su c6. 

4. Xac dinh cac ca nhan có trach nhiem va thong bao ve su c6 ding nhu cac 
quy trinh can thuc hien cho cac ca nhan co lien quan. 

5. Ghi nh5n lai su c6 vao h6 so quan 17 su c6. 

6. Sao cao lanh dao trong truemg hop su c6 nghiem tr9ng hoc chua c6 ke 
hoach xir ly hoc bao cao theo cac yeu cau dugc dua ra trong ke hoach xir ly su 
co dm don vi. 

Dieu 10. Xti.17 su. co  

1. Sau khi tiep nh5n va xu 17 thong bao ye su c6, can 1)6 quan ly su co thuc 
hien cac cong vi'ec sau: 

a) Phan b6 cac ngu6n Luc n6i b6 lien quan tai su c6 va xac dinh cac ngu6n 
luc ben ngoai de img pho vai rn8i su c6 phat sinh; 

b) Cong tac xir lY su co bao gom cac hog d6ng k9 thu5t NIA cac hoat d6ng 
khac nharn xac dinh nguyen nhan xay ra su co, dp dung cac phuong an xir lY su 
c6 de khoi phuc lai hog d6ng dm he th6ng thong tin, khoi phpc lai du lieu, dua 
he th6ng tra lai hog clOng binh thuemg. Ghi lai cac thong tin xir 13"/ su c6 vao h6 
so quan 17 su co cua don vi. D6i vai cac su c6 tir mat 3 tra len, can b6 quan ly 
su c6 phai thu&ng xuyen thong bao thOng tin ve su co cho cac ben lien quan; 

c) Trong truemg hop khong xir IY dugc su c6, can 136 xir ly su co can bao 
cao truc tiep len lanh dao don vi de len phucmg an xir 17 b6 sung, danh gia lai 
muc d6 nghiern tr9ng cua su c6, mei them cac chuyen gia xir lY su c6, dong thoi 
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chuan bi cac thong tin va phuang tien ho trg thich hap de phi hap voti cac ben 
lien quan xir 1Y,  si; co; 

d) Dam bao cac thOng tin ve sir c6 cung nhu cac hoat dOng xir lY su c6 
dugc ghi lai vao ho so quan lY sir co de phijc vu cho viec phan tich skr co va xac 
dinh trach nhiem cua cac ben lien quan trong qua trinh xir ly su c6. 

2. Trong tru6ng hop cac sir c6 nghiem trong hoc d'a'c biet nghiem trong 
khong the xir lY dugc, dan vi can thvc hi'en cac float d6ng sau: 

a) Lanh dao dan vi trvc tiep theo doi va chi dao qua trinh xir lY six c6; 

b) Huy d6ng cac ngu6n hrc ben ngoai, 	chuyen gia tham gia xir ly skr 
c6; 

c) Thong bao cho dan vi cap tren va Cvc Cong nghe thong tin — B6 Y t6' 
de 11'6 trg, phoi hap xir lY su c6 neu can thiet. 

3. Cac su c6 dac biet nghiem trong c6 anh huong tai nhieu B6, nganh, da 
c6 quy trinh xir lY ski.  co Quoc gia thi cong tac xir 1Y su c6 can tuan thu theo quy 
trinh nay. 

Chuang IV 
TONG KET HOAT DONG LY Sir CO 

VA BAO CAO CONG TAC QUAN 1_,)? SIX CO 

Dieu 11. T6ng ket ho#t dOng xir IS,  sty di 

Sau khi sir c6 dugc xir 1Y, can b6 quan 13% sir ca can thvc hien bao cao tong 
ket giri lanh dao dan vi hoc bao cao theo yeti cau dugc dua ra trong ke hoach 
quan lY su c6 cua dan 

Dieu 12. Bao cao ding tic quan 1S7 sly di 

D6i \Jai cac sir c6 tir mirc 3 tra len, bao cao tong ket phai dugc cac don vi 
giri Cpc Cong nghe thong tin — B6 Y t6' de theo dOi, cap nhat vao ca ser du lieu 
ski c6. Bao cao bao gam cac not dung sau: 

1. Phan tich nguyen nhan, thirc trang va bin phap da sir dicing de xir lY su 
co. 

2. Thong bao cac diem yeu trong he th6ng thong tin lid phuang an xir lY 
de han the viec xay ra su ca tucmg t‘r. 

3. Th6ng bao cac diem chua phu hgp trong quy trinh quan ly s r c6 va ke 
hoach xir lY su c6 da c6. 
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4. Ra soat va b6 sung, cap nhat cac sir c6, nguy ca mat an toan thong tin 
c6 the xay ra. 

5. Ra soat, b6 sung, cap nhat quy trinh quan 1)",  sg c6 va ke hoach xir ly sg 
c6 cho pith hop. 

Chuang V 
TRACH NHIEM CUA CAC TO CHeC, CA NH 'AN 

Dieu 13. Trach nh*n cua cac don vi trong nganh y to 

1. ar can be) quan 17 sg c6 va bao darn can b6 quail 1)"i sir c6 tuan thu &mg 
Dieu 6 dia. Quy dinh nay. 

2. Xay dung va phe duyet ke hoach quan ly six c6 theo Dieu 5 cua Quy clinh 
nay. 

3. Tih) nhan va xix 1)",  cac thong bao sir c6 theo Dieu 9 cila Quy dinh nay. 

4. Xir 1y sir c6 theo Dieu 10 dm Quy dinh nay. 

5. Ph& hop, h6 trg cac don vi khac trong cac hoat d6ng ung ciru sir c6. 

6. Ghi nhan thong tin six ca va thong tin xix 137 su c6 vao 116 so quan 17 sg 
c6, bao g6m cac thong tin sau: 

a) N6i dung thong bao sg c6, thOi gian tiep nhan thong bao, tiled gian giri 
xac nhan; 

b) Ke't qua xir ly sir c6, nguyen nhan gay ra sir c6, tiled gian,th sg c6 va 
danh sach cac to chirc, ca nhan cung tham gia phi hop xir sir co (neu c6); 

c) Thai gian gixi thong bao sir c6 va thOi gian nhan dugc xac nhan (36i veri 
truong hgp thong bao cho dan vi cap ten hoc Cpc Cong nghe thong tin. 

7. U'u tien b6 tri kinh phi va co sa vat chat, phucmg tien kS-7 thuat irng ph6 
sg co. 

Dieu 14. Trach nhi01 cua Cue COng ng4 thong tin —13O—Y to 

1. Xay Ong, cap n1-14t cac quy dinh, huarng dan cu the v&' quail 1y su co 
trong nganh y te. 

2. Cr dau m6i tiep nhan, 118 trot cac don vi xir 17 cac sir c6 do cac dan vi 
giri den. 

3. T6ng hop va thong bao thong tin ve cac sg c6 dac biet nghiem trong cho 
cac dan vi trong nganh y te, dua ra canh bao ve cac sir c6 c6 nguy ca cao xay ra. 
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KT.BO TRVONG 
,,TR1U'6NG 

4. Xay dung, cap nhat ca so.  du lieu su co thu9c B9 Y te. Chia se thong tin 
ve cac phuang an xir ly su co cho cac cac dan vi trong nganh nghien dru, h9c 
tap. 

5. Xay dkmg chuang trinh ciao tao va to chirc dao tao, tap huan cong tac 
quan ly su co. 

Chuang VI 
TO CHUC THIIC HItIN 

Dieu 15. Hieu Itrc thi hanh 

1. Quy trinh nay có hieu luc thi hanh ke ttr ngay ky Quyet dinh ban hanh. 

2. Trong qua trinh thgc hien, neu co vuang mac, phat sinh to chirc, ca nhan 
có lien quan kip theri phan anh ve B9 Y to (Cvc Cong nghe thong tin) de xem 
xet, b •O sung va sira 

Le Quang Cueing 
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PHU LUC 01 
MAU THONG BAO SI; CO AN TOAN THONG TIN 

1. Thong tin ve ca nhan / to chtic thong bao sit. co 

Ten: 	  

Don vi: 	  

Email: 	  

Dien thoai: 	  

2. Thong tin ve c6 

2.1. Dia diem xay ra sit c6. 	  

2.2. Thai gian xay ra six c6: ..../..../..../..../.... (ngay/thang/nam/gia/philt) 

(Ngay, thang dien du 2 chi"' s6, nam dien du 4 chit s6, gia, phut dien du 2 chit s6 
theo he 24 gia.) 

2.3. Thai gian thong bao sit ca: ..../..../..../..../.... (ngay/thang/nam/gio/phiat) 

2.4. M6 to sa b6 ve sit co: 	  

2.5. Cach thirc phat hien sit c6: 	  

2.6. Da giri thong bao sr c6 cho: 

O Lanh dp don vi xay ra sit c6 (neu ro ca nhan neu c6 the)• 	 

bang hinh thirc: 0 Thong bao trvc tiep 	0 Email 

O Girl thu/cong van 

O Dau m6i xf.r ly sit c6 (neu ro ca nhan nest' c6 the): 

bang hinh thirc: 0 Thong bao trvc tiep 

O Giri thu/cong van 
• 

0 Dan vi cung cap 'zilch vg (neu ro neu có the): 

bang hinh thuc: 0 Thong bac,  trgc tiep 

O Gin thu/cong van 

O Khac• 	 

bang hinh fink: 0 Thong bao trirc tiep 

O Giri thu/cong van 

2.7. Thong tin chi ti 'et ye he thOng xay ra sr c6: 

2.8. Th6ng tin giti kern: 	  

O G9i dien thoai 

O Email 

O G9i dien thoai 

O Email 

O G9i dien thoai 

O Email 

O G9i then thoai 

1 0 



2.9. Yeu cau gift bi mat cac thong tin cung cap ten day: 

Co 
	

❑ Khong 

3. Kien nghi 

	, ngay 	arcing 	nam 

Ca nhfin / d i din to chtic thong bao 

(k3'i va ghi r5 h9 ten) 
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PHU LVC 02 
HO SO QUAN I.4)? SI,r CO 

1. Thong tin vt sty c6 

1.1. H9 ten ngtrafi thong bao sit c6. 	  

1.2. Chirc vu• 	  

1.3. Dia diem xay ra sv co: 	  

1.4. Thad gian xay ra sit c6: ..../..../..../..../.... (ngay/thang/narn/gi&philt) 

(Ngay, thing din du 2 chit s6, narn dien du 4 chit s6, gia, phiit dien du 2 chit s6 
theo he 24 gi6) 

1.5. Thad gian thong bao sit c6: ..../..../..../..../.... (ngay/thang/nam/giey/philt) 

1.6. Thai gian thong bao Cue Cong nghe‘ thong tin — BO Y t6: 
(ngay/thang/nam/gi6/phat) 

1.7. Cach thirc phat hien sir co 	  

1.8. S6 sr c& 	  

1.9. Loai sr c6: 	  

1.10. Mixc dO sit 	  

2. NOi dung tier' nh4n sty c6 

2.1. MO to sit c6: 	  

2.2. Nguyen nhan so bO gay ra sir co 	  

2.3. Nhat ky xir 1y sv co 	  

3. NOi dung xir 1S7 sir co 

3.1. Ket qua xir 	cey 	  

3.2. T6 chirc, ca nhan xir 13'7 sit c6. 	  

3.3. Bai h9c kinh nghi'em• 	  
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PHU LUC 03 
MAU BAO CAO Sir CO AN TOAN THONG TIN 

Thai gian: td ngay 	thang 	nam 	den ngdy 	thang 	nam 

1. Th8ng tin ye don vi/to chin 

1.1. Ten don vi: 	  

1.2. Dia chi: 	  

2. Mo to he thOng 

2.1. Chdc nang cua he thong: 	  

2.2. T'am quan trpng cda he th6'ng • 	  

2.3. Cac dich vu có tren he thLg. 	  

2.4. Cac bien phap dam bao an toan thong tin cla trien khai: 	  

3. Thong tin ye sty co va each thirc xii• 157 

3.1. MO to skr co: 	  

3.2. Mdc 118 sg co 	- 

3.3. Nguyen nhan six c6 	  

3.4. Phtrong an xir1)",  su.  co:  	  

3.5. Thai gian xd. 1)"7 sv.  co. 	  

3.6. "F;;) chdc, ca nhan tham gia xir 17 sg c6: 	  

4. De xuilt kien nghi: 

	, ngay 	thang 	num 	 

Lanh dyo dun vi 

(gong dau, kY  va ghi 7-5 179 ten) 
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PHV LUC 04 
VI DV MOT SO SLr CO AN TOAN THONG TIN 

, 
Lo4i sty co 

1 
Mb to 

Sy 	co 	do 	lay 
nhiem phan mem 
dbc hai 

Mat an toan thong tin do lay nhiem phan mem dbc hai. Phan 
mem dbc hai dugc cai dat bi mat vao he thbrig nham gay ton 
hai den tinh bi mat, toan yen, san sang cila du lieu, Ung dyng 
hoac anh huong den hog Ong dm he thbng. Vi du lay 
nhiem vi rut may tinh, ma dbc... 

Sy co do tan cong 
k9 thuat 

ML an toan thong tin do bi tan cong bang k9 thuat, cong 
, 	• z 	4 	, 	,, 	:, 	:, 	, nghe vao cac diem yeu cua he thong din den ngung hog 

dbng cila he thbrig, can tra cac hoat Ong dich vu cila don vi. 
Vi du nhu tan cong tir chi dich vii DDOS, chiem quyen 
dieu 	khien 	he 	thbng 	thong 	qua 	khai 	thac 	cong 	sau 
BACKDOOR... 

Sr co do vi pham 
quy dinh 

Sy co do 18i coy vi pham ciia con nguai vi du nhu xam nhap 
vao khu vyc khong duac phep, vi pham ban quyen... 

Sy co mat mat 
thong tin, du lieu 

ML an toan thong tin do co tinh hoac vo S,  lam mat mat 
thong tin, di/ lieu, anh huong toi tinh bao mat, tinh toan yen, 
tinh san sang dia thong tin nhu trbm cap, gia mao thong tin, 
du lieu... 

Sy co do thien tai Cac six co do thien thai gay ra nhu dbng dL, li.1 lixt... 

Sr co do 16i ca 
so. ha tang 

Cac sir co do r6i co so ha tang nhu mat dien, 16i rang, six co 
dieu haa khong khi... 
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