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Ha AT0i, ngay 3C thang zfo nam 2015 

QUYET DINH 

Ban hanh Huirng dan xay dtrng not quy an town, an ninh thong tin 
trong cac don vi trong nganh y to 

BQ TRU'ONG BQ Y TE 

Can cu Nghi dinh so 63/2012/ND-CP ngay 31/8/2012 dm Chinh phir quy 
dinh chirc rang, nhiem vu, quyen hp va ca cAu to chdc dm B6 Y t6; 

Can dr Nghi dinh s6 64/2007/ND-CP ngay 10/4/2007 dm Chinh phu ve irng 
dung cong nghe thong tin trong hog Ong cUa ca quan nha ntrac; 

Can cir Th6ng to s6 53/2014/TT-BYT ngay 29/12/2014 dm. Be? Y to quy dinh 
dieu kien hog Ong y to tren m6i twang mang; 

Can cu Quyet dinh so 4159/QD-BYT ngay 13/10/2014 cUa B6 Y to ban hanh 
Quy dinh ve dam bao an town thong tin y t6' dien tir tai cac dan vi trong nganh y te; 

Xet de nghi ctia Cyc truang Cyc COng nghe thong tin, 

QUYET DINH: 
Dieu 1. Ban hanh kern theo quyet dinh nay "Huang dan xay Ong n6i quy an 

toan, an ninh th6ng tin trong cac dan vi trong nganh y to". 
Dieu 2. Quyet dinh nay co hieu lyc ke to ngay ky ban hanh. 
Dieu 3. Chanh van phong Bo, Cyc truong Cyc Cong nghe thong tin, Thu 

truOng cac dan vi thu6c/truc thu6c B6 Y to va cac to chirc lien quan chiu trach 
nhiem thi hanh quyet dinh nay./. 

Nai 
- NKr Dieu 3; 
- B6 tilting B6 Y to (d6.  b/c); 
- Cac Thu. twang B6 Y to (de phi hop chi d?o); 
- Sa Y to cac tinh/thanh ph6 trkrc thuOc TW; 
- C6ng Th6ng tin dien ter B6 Y t6; 
- Ltru: VT, CNTT (2). 

KT. BO  TRUbNG 
THU' TRU'ONG 

BQ Y TE 

S6:44195-/QD-BYT 



BO Y TE 	CONG 116A XA HOI CHU NGHIA VIET NAM 
WO lap - Tkr do - Hunh phtic 

HUONG DAN 

Xfiy dung not quy an town, an ninh thong tin 
trong cac dun vi trong nganh y to 

(Ban hanh ken? theo Quyi't clinh so  111195 /QD-BYT ngay dicing Aonain 2015 
cua Bo trzrang BO Y te") 

I. Ph4m vi ap dung va dOi tuvng dp dung 
1. Van ban nay huong din xay dung cac not dung ve not quy darn bao an 

toan, an ninh thong tin trong hog Ong y to tren mai truerng mang tai cac dan vi 

trong nganh y te. 

2. Huang din nay dp dung d6i voi cac dan vi, to chirc trong nganh y to khi 

dp dung cong nghe thong tin trong hoat Ong dm don vi. 

II. Giai thich tir ngir 
1. Ben thin ba: la cac to chirc, ca nhan c6 chuyen mon dugc don vi thue 

hoc hgp tac vai dan vi nham cung cap hang h6a, dich vu cong nghe thong tin. 

2. Tai san cong ngh"e thong tin (goi tat la tai san): la cac trang thiet bi, 

thong tin, dich vu thuOc he thOng cong nghe thOng tin cila clan vi, bao 

a) Tai san Vat If): la cac thiet bi cong nghe thong tin, phuang tien truyen 

thong va cac thiet bi phuc vu cho hog dOng dm he thOng cong nghe thong tin; 

b) Tai san thong tin: la cac du lieu, tai lieu lien quan den he th6ng cong 

nghe thong tin. Tai san thong tin dugc the hien bang van ban giay ho4c du lieu 

dien tir; 

c) Tai san phjn me'm: bao gOm cac chtrang trinh img dung, phan mem he 

thong, ca sa du lieu va cong cu pilaf trien; 

d) Dich vu: la cac dich vu cong nghe thong tin thue ben thin ba cung cap. 

III. Cac quy dinh trong not quy an town, an ninh thong tin 

1. Quy dinh ve kiern soot truy cap vat 1ST 

Quy dinh nay nham ngan can cac truy nhap vat ly khong dugc phep va 

giam thieu thiet hai dOi vai cac thong tin y t6 quan trong ciaa don vi. 

a) Nhang tai san quan tr9ng (nhu may chil chay cac Ong dung quan tr9ng, 

cac thiet bi luu tilt thong tin bao mat) can clugc dot tai cac phong rieng co quy 
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dinh the d6 bao mat cao nhu khoa, he th6ng xac thgc ca nhan va cac he th6ng 

kiem soat truy cap khac. 

b) Quy dinh nhimg ca nhan nao dugc phep vao phong quail 1)", cac tai san 

quan tong va quy dinh ve thu tic xac tlwc cac ca nhan dugc phep truy cap, cu 

the nhu ghi nhan va kiem tra dank sach truy nhap vao phong dinh kS/. 

c) Quy dinh viec mang vao hoc dean ra cac thiet bi ltru tru NIA thiet bi dien 

tir (6 dia, thiet bi USB, hoc cac sao chep vat 1)"/ d6i vOi di Rio d6i vai cac 

phong guar' ly cac tai san quan trong nh5m tranh viec lay nhigm cac phan mem 

d6c hai cho cac he th6ng nay va tranh r6 ri cac thong tin quan tong ra ngoai. 

Xay Ong cac thu tic khai bao va kiem tra viec mang vao hoc dem ra c16i voi 

cac thiet bi truoc khi vao hoc r6i phong. 

d) Quy Binh viec kiem soat cong tac go be) cac du lieu bao mat va cac 

phan mem quan tong khi huy 1)6 ho5c khong sir dung cac thiet bi ltru tit vat 17. 

d) Quy dinh ve moi tru6ng lam viec cho phong guar' ly cac thiet bi quan 

tong bao g6m nhiet d6, ngu6n dien, phong chay chita chay. 

2. Quy dinh ve quan ly, van hanh he theing thong tin 

Quy dinh nay dam bao tranh viec ro ri, mat mat thong tin khi quan ty van 

hanh he th6ng trang thiet bi cong nghe thong tin lid mang may tinh. 

a) He th6ng may chii: 

- Quan Vi an toan he th6ng: thu tic cai d5t, kiem tra va loai b6 cac dich vi 

khong can thiet ten may chil; quy dinh ve cac ca nhan dirge phep truy nha.'p vao 

may chU, thu tic d5t va thay d6i mat khau doi voi he th6ng may chii. 

- Quan ly tai khoan truy cap: cac thu tic cap quyen, thay d6i mat khau 

ciing nhu hay 1)6 quyen truy cap d6i vOi tai khoan truy cap may chii.Quy dinh ye 

viec at mat khau cho cac tai khoan truy cap. 

- Cap nhat ban va to h6ng he dieu hanh va phan mem he th6ng: thu tic 

kiem tra va cap nhat thu6ng xuyen ban va 18 h6ng he dieu hanh va phan mem he 

th6ng. 

- Quy dinh viec cai dat va cap nhat phien ban d6i yen cac phan mem 

ch6ng vi rift va ma d6c. 

- Quy dinh viec sao luu va phic h6i doi vOi he th6ng va di lieu may chU. 

b) Truy cap Internet: 

- Xay Ong quy dinh viec kiem soat truy cap trang web. CO the d6 khong 

cho phep truy cap cac trang web khOng dugc phep. 
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- Quy dinh viec cai dat phan mtm bao ve may chil va may tinh Ca nhan 

khi truy cap Internet. 

c) Truy cap mpg nei be: 

- Kitm soat truy cap mpg LAN: quy dinh viec cap quytn truy nhap cac 

dich vu, he thOng ciia dun vi trong mpg nei be theo nhu cau cong viec cua tong 

nhom nguai sir dung. 

- Phan tach vimg mpg: Quy dinh viec phan tach viing mpg dOi voi cac 

nhOm nguei six dung, dich vu thong tin, he thong thong tin quan trong, dei hOi 

uu tien bang thong can dugc quy dinh met cach hgp 

- CO quy dinh viec ktt not vao mpg khong day nei be. Dam bao viec truy 

cap mang khong day nei be chi cho phep a khu vkrc quy dinh va sir dung cho 

hog &ling cila don vi. CO quy dinh kiem soat cac truy cap khong dugs phep vao 

mang khong day nei be dm don vi. 

- Truy cap mang nei be tir xa: có thu tuc kiem soat viec xac thvc va hoat 

deng cua nguai sir dung yeu cau truy nhap vao mpg nei be tir xa. 

d) Thu dien tir: 

- Xay dung cac quy dinh vt viec sir dung thu dien tir dt tranh viec 

nhan hoac lam mat mat cac thong tin quan trong trong qua trinh sir dung thu 

dien tir. 

- Quy dinh ve 19c thu dien tir de loaf be thu rac va cac thu chira nei dung 

khong mong muOn. 

d)  May tinh ca nhan: 

- Quan 17 an toan he th6ng: thit tuc cai dat, kitm tra va loai bo cac dich 

vu, phan mtm khong can thitt tren may tinh ca nhan; 

- Quan ly quytn truy cap: quy dinh viec (34 mat khau d6i \Teri cac may tinh 

ca nhan va man hinh may tinh ca nhan sir dung trong cong viec hang ngdy. 

- Quan ly an toan 	quy dinh viec ma boa hoac dat mat Ichau dOi 

nhung &I lieu, thong tin bao mat nam trong may tinh ca nhan. 

- Quy dinh viec cai dat va cap nhat phien ban dOf vori phan mtm chOng 

virus va ma dec. 

3. Quy dinh ve quan 17 tai san phan cting va phan mem 

Quy dinh viec guar' 17 tai san phan cimg va phan mtm nham dam bao 

tranh viec re ri hoac mat mat thong tin tren cac thitt bi, irng dung quan 1y,  luu 

tril thong tin. 
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a) Thu tuc cai d4t, di chuyen hoc sira china cac thiet bi hay phuang tien 

luu trir thong tin quan trong. Darn bao cac thao tac tren phai dugc ghi nhan lai 

va &I lieu phai dugc sao luu truck khi thgc hien cac thao tac tren. 

b) Thu tuc cai dlat hay gar be cac phan mem quan trong. Darn bao phan 
mem dugc khoi phut khi c6 su co va du lieu dugc sao luu truck khi thgc hien 

cac thao tac cai d'a't hay go' be) phan mem. 

c) Quy dinh ve tuan thu cac quy trinh, huong clan sir dung phan mem 

chuyen nganh cua don vi. Quy dinh ye trach nhiem phan hei khi c6 phat sinh 

van de bao mat, cac yeu cau ve nghiep vu khac lien quan den phan mem irng 

dung chuyen nganh tai don vi. 

4. Quy dinh ve viec quan 17 thong tin 

Quy dinh ye quan Iy thong tin can dugc xay dung 6 ngan ch4n viec re ri, 

mat mat cac th6ng tin bao mat va quy dinh cac thong tin dugc cong be. 

a) Co quy Binh doi voi cac thong tin dugc cong be va each thine cong be 
thOng tin tren moi trueng mang. 

b) Thong tin bao mat: La cac thong tin quan tong dugc bao mat theo quy 

dinh cua don vi va cua BO Y te. 

- Co quy dinh kiem soat truy cap thong tin bao mat quy dinh tai muc 1 va 

muc 2 dia. Phan III. 

- Cac ca nhan tao ra hoc chinh sira cac thong tin bao mat deu phai dugc 

ghi lai phan mem hoc cac van ban, tai lieu. 

- Quy dinh viec phan loai va dang ky dei vOi cac thong tin bao mat va xay 

dung cac thu tuc bao mat va phan phi nei dung dia cac thong tin nay. Cac bien 

phap dua ra dei v6fi cac van ban, tai lieu ye cac thong tin nay darn bao viec tranh 

tiet 19 thong tin khi chua dugc phep. Cac thong tin dugc luu trfir duoi dang die'n 

tir can c6 bien phap bao ve de tranh re ri, mat mat thong tin bed ma dec, vi rut 

may tinh hay nhfing ca nhan khong c6 thA.m quyen. 

- Cac nei dung lien quan holac be sung dm cac thong tin bao mat cling 

dugc bao ve gieng nhu dei voi cac thong tin nay. Dam bao viec cung cap cac 

thong tin quan trong nay cho met to chine, hay ca nhan cl&'u phai dugc phe duyet 

bei cap c6 than quyen. 

- Viec thong bao, truyen dua doi voi cac thong tin bao mat au phai dugc 

phe duet boi cap c6 than) quyen. Quy dinh cac bien phap ma boa hoac bao mat 

cac thong tin bao mat khi thong bao, truyen dua cac th6ng tin nay qua moi 

trueng mpg. 
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- Quy dinh ve bao mat thong tin du lieu y t6' theo phan quyLl trong he 

thOng thong tin cua dan vi va theo quy dinh cua B6 Y 

5. Quy dinh ve viec quart 137 ben thin ba 

Quy dinh ve viec guar' 1)"/ ben thir ba can duvc xay dung 6 ngan chan 

viec r6 ri hoac mat mat thong tin quan tong cho ben thir ba. 

a) Quy dinh viec truy cap he thOng dOi voi ben thd ba. 

b) Quy dinh cong tac giam sat viec darn bao an toan, an ninh thong tin dOi 

voi cac hoat d6ng dm ben thir ba. 

c) Quy dinh v'e viec cam kL cua ben thir ba trong viec truy cap du lieu, 

phAn mein cua don vi. 

d) Quy dinh ve darn bao tinh toan ven, on dinh cua cac hang hoa, Bich vu 

ma ben thir ba cung cap va dam bao khong gay anh hu&ng xau den he thong 

cong nghe thong tin hien c6. 

6. Quy dinh ve siy chAp hanh, dao tao va 'tang cao nh4n thtim 

Mvc tieu cua quy dinh v&' sv chap hanh, dao tao va nang cao nhan thirc 

nham nang cao nhan thirc lien quan 6n an toan, bao mat cho can b6, cong chirc, 

vien chirc trong dan vi va dam bao tinh hieu qua trong viec trie'n khai n6i quy an 

toan, bao mat trong don vi. 

a) Quy dinh ch" tai va cac bien phap kS,  luat dOi voi viec vi pham n6i quy 

bao mat va truy cap thong tin khong &roc phep. 

b) Quy dinh viec to chixc dao tao, nang cao nhan thirc dinh kS,  ve an toan, 

bao mat thong tin va Nu qua trong viec r6 ri, mat mat thong tin. 

c) Quy dinh v& viec dao tao nang cao trinh d6 chuyen mon nghip vu cho 

cac can b6 chuyen trach an toan, an ninh thong tin. 

IV. T6 chin thuc hieu 

Lanh dao cac don vi trong nganh y to to chirc xay dung, trien khai, cap 

nhat ph(';' bin n6i quy an toan bao mat dm don vi cho can b6, cong chirc, vien 

chirc cua don vi. N6i dung co ban cua n6i quy bao gOm: 

1. Yeu cau chung 

a) Muc tieu, yeu cau doi 	xay di,rng n6i quy an toan, bao mat 

thong tin cua don vi. 

b) Cac khai niem, tieu chuan, yeu cau tuan thu dOi veri n6i quy an toan, 

bao mat th6ng tin dm don vi. 

2. Yeu eau cu th6 

a) Phan loai tai san, thong tin y to cua don vi. 
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b) Ap dung cac htrang dAn tai phAn II dm huong dAn nay de xay dung 

not quy dam bao an toan, an ninh thong tin y to cua dan vi 

c) Cac bien phap k'y thuat cu the d6i \bed tong not dung htrang dAn. 

d) Cac tieu chuAn can dap Ung d6i 	timg not dung hugng dAn. 

3. T6 chirc thuc hien 

a) Trach nhiem cua lAnh dao trong viec ban hanh, huang dAn, to chirc thuc 

hien. Cac cam ket h6 trg kink phi, ca soy vat chAt, trang thiet bi ky thuAt trong 

viec trien khai n6i quy an toan, bao mat thong tin cila dan vi. 

b) Trach nhiem dm can b6 ky thu4t d6i 	viec xay dung, cap nhAt, ki'em 

soar viec thi hanh n6i quy an toan, bao mat th6ng tin dm dan vi. 

c) Trach nhiem dm can b6, cong chirc, vier' chirc cua dan vi trong viec 

tuan thu n6i quy an toan, bao mat thong tin dm dan vi. 

d) Quy dinh ve khen thugng va kS,  1u4t d6i 	viec chAp hanh n6i quy 

dam bao an toan, an ninh thong tin dm dan vi./. 

KT. BO  TRLIONG 
THU TRUbNG 
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